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Executive Summary

The information provided in this section is intended to provide context for the draft policy document contained herein. 

In early October 2006, the Metropolitan Washington Council of Governments (MWCOG) Chief Information Officer (CIO) Committee approved the establishment of the MWCOG Governance Sub-Committee to make recommendations on the short and long-term governance of the Regional Infrastructure, a region-wide entity that would provide service and support to the applications, data exchanges and infrastructure created by the Regional Interoperability Program Projects (Data Exchange Hub [DEH] and NCRnet), as the interoperability portion of the Homeland Security Plan.  The Regions would provide a single point of contact that all participating jurisdictions would be able to use to report problems, request services or seek support for the operation of regional applications, data exchanges and infrastructure.  

Based upon the work of the NOFWG, the CIO Governance Subcommittee drafted for consideration / approval by the Metro CIO Committee, a MWCOG resolution to create a governing body – the Interoperability Council (IC) of the Metropolitan Washington Council of Governments – to guide and help support the Regional function.

The resolution was approved and submitted to the MWCOG Chief Administrative Officers (CAO) Committee, who approved creation of the IC at their March 2007 meeting.  The IC Charter was subsequently approved by the MWCOG Board of Directors.

Key responsibilities of the Interoperability Council include:

· establish regional policies regarding security and privacy of data;

· evaluate the cost effectiveness and total cost of ownership for the proposed program

· identify and recommend methods of funding the project

· recommend or authorize contracts in support of the on-going delivery of interoperability services.

The purpose of this document is to define the policy that will govern the on-going service support for regional interoperability assets.
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Purpose
It is the purpose of this document to establish a telecommunications policy to govern all management, operations, and maintenance practices and procedures supporting the facilities, organization, infrastructures, systems, and services associated with the processing and transfer of information, within the Regional Telecommunications and Computer Processing Environment. The systems are inclusive of all owned or leased landline, radio, voice, electronic collaboration, facsimile, teletypewriter exchange (Telex), data and video services.

Objectives
It is the objective of this document to establish policy statements for the Regional Telecommunications and Computer Processing Environment as to enforce policy controls for: 

· Adherence to national, state and local legislation governing telecommunications services.

· Acceptable uses for telecommunications and computing services.

· Agreements for each participating system and/or service. 

· Management of the telecommunications and computing environment.

· Operations and maintenance of the telecommunications and computing environment.
· Services and support of the telecommunications and computing environment.
Scope
The terms of this policy applies to all government, tribal, commercial, academic entity establishing an interconnection with the Regional Telecommunications and Computer Processing Environment or any public or private entity subscribing to the services described herein.
The Region shall enforce the configuration management this policy, the artifacts created in support of this policy, and all items covered under the terms of this policy.
1 Compliance

The Regional Telecommunications and Computer Processing Environment shall comply with all governing legislation and relevant regulatory guidance. 

The Regional Telecommunications and Computer Processing Environment shall comply with commonly accepted industry practices and standards.

The Region shall comply with commonly accepted enterprise architecture principles.
2 Acceptable Use

The Regional Telecommunications and Computer Processing Environment is designated as exclusively for use by participating jurisdictions and their employees and contractors acting in official capacity of their assigned roles and responsibilities; personnel expressly authorized by cognizant authority; and registered subscribers. 
2.1 Use
The Region shall enforce use restrictions on all personnel using the Regional Telecommunications and Computer Processing Environment.
The Region shall enforce exclusion of use for individuals not acting in official jurisdictional capacity, not expressly authorized by cognizant authority, or individuals who are not registered as subscribers. 

The Region shall enforce the provisional use of the Telecommunications and Computer Processing Environment for public safety and security. 
The Region shall enforce the following restrictions for use of the Regional Telecommunications and Computer Processing Environment:

· Uses that can result in the harm or loss of life to individuals.
· Uses that can result in the harm or loss of function to system operations.
· Uses that are unethical and can potentially cause public embarrassment. 
· Uses that can be considered illegal as forbidden by legislation.
· Uses that violate policies.
· Uses to raise funds for promoting political ideologies.
· Uses for commercial purposes to generate profits for businesses, organizations, or persons.
The Region shall enforce the identification of acceptable use, in agreements, for all landline, radio, telephone, electronic collaboration, facsimile, Teletypewriter Exchange (Telex), data and video services.

2.2 Privacy
The Region shall enforce the disclosure of privacy policies on all Regional Telecommunications and Computer Processing Environment access points for subscribers to view.
The Region shall enforce disclosure that use of the system does not convey the right to individual privacy;  that users should not expect, neither are they entitled to, privacy provisions; and that by using the Regional Telecommunications and Computer Processing environment, implies consent to the monitoring, review, analysis and disclosure of information as governed by legislation and applicable policy.
2.3 Sanctions

The Region shall enforce disclosure at all subscriber access points that sanctions may be imposed and disciplinary action, criminal penalties, or financially liability may be incurred in cases where the system is misused.

The Region shall enforce sanctions against subscribers that do not adhere to the terms of the policy.
3 Agreements

The Region shall enforce the use of agreements for all interconnections participating in the Regional Telecommunications and Computer Processing Environment. These agreements shall inclusive of:
· Memorandum of Agreement
· Service Level Agreement
· Interconnection Security Agreement
· Operational Agreement
The Region shall enforce the terms of this policy for all facilities, organizations, infrastructures, processes, systems and services either employed or third party. 
The Region shall enforce the validation of the terms of agreements supporting the Regional Telecommunications and Computer Processing Environment.
4 Management 
4.1 Requirements Management
The Region shall enforce the establishment and maintenance of comprehensive telecommunications requirements as defined in mission requirements as established through legislation, regulatory guidance, and/or organization policy.
The Region shall enforce the codification of telecommunications requirements in policies, memoranda of agreements, service level agreements, interconnection agreements and operation agreements.

The Region shall enforce the verification of compliance with telecommunications policies, memoranda of agreements, service level agreements, interconnection agreements and operation agreements annually.
4.2 Planning Management
The Region shall enforce establishment and maintenance of a Five Year Telecommunications and Computer Processing Plan that achieves defined mission requirements as established through legislation, regulatory guidance and/or organizational policy.

The Region shall enforce the identification and accountability for all facilities, organizations, infrastructures, processes, systems and services supporting the Regional Telecommunications and Computer Processing Environment.
The Region shall enforce the Life Cycle Management of each facility, organization, infrastructure, process, system and service supporting the Regional Telecommunications and Computer Processing Environment.
The Region shall enforce approval, by cognizant authority, of the Five Year Telecommunications and Computer Processing Plan.
The Region shall enforce the annual update of the Five Year Telecommunications and Computer Processing Plan ensuring risk adjustments.

The Region shall enforce the establishment, publishing and maintenance of a contact list of essential management personnel, their roles, and their responsibilities.
4.3 Risk Management

The Region shall enforce the categorization and prioritization of mission critical and business essential facilities, organization, infrastructures, systems and services supporting the Regional Telecommunications and Processing Environment.
The Region shall enforce the assessment of risk prior to the establishment of a new service, during a major change of an existing service, and annually of the facilities, organizations, infrastructures, systems and services supporting the Regional Telecommunications and Processing Environment.
The Region shall enforce the identification and implementation of controls necessary to effectively remediate identified risks to the Regional Telecommunications and Processing Environment.
The Region shall enforce measurements of the effectiveness of controls, implemented to reduce risk, and validate such controls have achieved stated risk remediation goals.
4.4 Financial Management
The Region shall enforce the establishment and maintenance of a Fiscal Plan identifying all lifecycle costs for facilities, organizations, infrastructures, systems and services required to support the Five Year Telecommunications Plan. 

The Region shall enforce the inclusion of all residual costs required to ensure the management, operation, maintenance, security, and service and support of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the inclusion of risk adjusted costs required to mitigate existing and converging risks to the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the assignment of performance goals and measures for each budgetary line item. 
The Region shall enforce updates to the Fiscal Plan on an annual basis.
The Region shall enforce approval, by cognizant authority, of the Fiscal Plan required to support the Regional Telecommunications and Computer Processing Environment.

4.5 Acquisition Management
The Region shall enforce the establishment of acquisition contracts that are inclusive of requirements as set forth in legislation to include but not limited to the Privacy Act, Health Insurance Portability and Accountability Act (HIPAA), American with Disabilities Act, Patriot Act, Anti-Terrorism Act and other governing federal, state and local legislation.
The Region shall enforce a mechanism for the alternative analysis of products and services to ensure the best value of acquisitions for use in the Regional Telecommunications and Processing Environment.

The Region shall enforce the institutionalization and use of Blanket Purchase Agreements (BPA’s) providing a comprehensive selection of telecommunications products and services that comply with standards and codes as established in the enterprise architecture. 

The Region shall enforce the adoption and adherence to national standards, enterprise architecture principles, and security principles in the acquisition of services and products.

The Region shall enforce compliance with the terms of governing the Regional Policy for third parties providing services and products in support of the Regional Telecommunications and Computer Processing Environment. 
4.6 Personnel Management

The Region shall enforce background investigations of personnel supporting the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the assignment of clearly defined roles and responsibilities, as supporting by a Role Based Access Control (RBAC) framework, for personnel requiring access to the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the issuance and use of electronic credentials to ensure the identification, verification, and validation of personnel accessing the Regional Telecommunications and Computer Processing Environment.

4.7 Training Management
The Region shall enforce the institutionalization of a role-based training framework that identifies the roles, responsibilities, skills and experience levels for personnel supporting the Regional Telecommunications and Computer Processing Environment.
The Region shall enforce the use of awareness, training and educational aids to provide personnel with the information required to effectively perform their roles within the Regional Telecommunications and Computer Processing Environment.

4.8 Service Level Management

The Region shall enforce the use of agreements, including  Memorandum of Agreement, Service Level Agreement, Interconnection Agreement and Operational Agreement, to define the terms and restrictions for facilities, organizations, infrastructures, processes, systems and services used to support the Regional Telecommunications and Computer Processing Environment. 

The Region shall enforce the authorization of agreements by cognizant authority.

The Region shall enforce the routine review and assessment of agreements to validate compliance with established terms.

4.9 Security Management

The Region shall enforce compliance with the Regional Security Policy as it relates to the Regional Telecommunications and Computer Processing Environment.
4.10 Systems Management

The Region shall enforce the development of business, functional, technical and performance requirements for hardware, operating systems, applications, and databases deployed within the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the adoption of industry methodologies in the planning, development, deployment, operations, maintenance and cessation of hardware, operating systems, applications and databases deployed within the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the life-cycle management of hardware, operating systems, applications and databases deployed within the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the use of security benchmarks for hardware, operating systems, applications and databases deployed within the Regional Telecommunications and Computer Processing Environment.
4.11 Change Management

The Region shall enforce change control processes and procedures in support of changes to the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce lifecycle documentation controls to support change requests to the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the assessment of change requests and lifecycle documentation to evaluate for potential impact on security and service quality before changes are implemented.

The Region shall enforce the identification and remediation planning of risks prior to effecting change.
The Region shall enforce change management controls to protect from unauthorized changes to the Telecommunications and Computer Processing Environment.

The Region shall enforce automatic notification in the event of unauthorized changes to the Regional Telecommunications and Computer Processing Environment.
4.12 Release Management

The Region shall enforce the identification and use of authorized providers of hardware, firmware and software releases.

The Region shall enforce the use of authorized processes and procedures for implementing new hardware firmware and software releases.

The Region shall enforce the use of Configuration Management Data Base (CMDB) to track hardware, firmware and software releases.
4.13 Capacity Management

The Region shall enforce capacity management processes and procedures in support of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the identification and allocation of the Regional Telecommunications and Computer Processing Environment resources to ensure that mission critical and business essential electronic processes are fully achieved.

The Region shall enforce the automatic notification when telecommunications and computing resources are reaching capacity thresholds.

4.14 Availability Management

The Region shall enforce the continued availability of telecommunications services as identified within the terms of applicable agreements. 
The Region shall enforce automated incident reporting, analysis, and response during unplanned or unscheduled outages.

4.15 Continuity Management

The Region shall enforce the continued identification, categorization and prioritization of mission critical and business essential processes and their interdependencies.
The Region shall enforce processes and procedures for the prioritized restoration of mission critical and business essential services required to support the Regional Telecommunications and Computer Processing Environment. 

The Region shall enforce the identification, publishing and maintenance of a list key personnel resources responsible for the continuity of business processes and services.

4.16 Knowledge Management

The Region shall enforce the establishment and maintenance of a Configuration Management Data Base (CMDB) for all inventory, architecture, configuration, risk, agreement, process, procedural and life cycle documentation items ensuring need-to-know privilege assignment to these items.

The Region shall enforce the lifecycle development of documentation artifacts with sufficient detail as to reconstruct and redeploy each mission critical and business essential infrastructure, organization, process, system, or service.
The Region shall enforce revision control on all items stored within the CMDB.
4.17 Problem Management

The Region shall enforce the automated identification of errors and timely restoration of fault conditions resulting from errors.

The Region shall enforce a mechanism for analysis of trends and remediation of such trends that adversely impact the operations of the Regional Telecommunications and Computer Processing Environment.  
4.18 Incident Management

The primary goal of the Incident Management process is to restore normal service operation as quickly as possible and minimize the adverse impact on business operations, thus ensuring that the best possible levels of service quality and availability are maintained. ‘Normal service operation’ is defined here as service operation within Service Level Agreement (SLA) limits.
5 Operations and Maintenance
5.1 Environment
The Region shall enforce the establishment and maintenance of an Environment Protection Plan, processes and procedures.

The Region shall enforce the operations and maintenance of physical controls to protect facilities, organizations, infrastructures, systems and services.

The Region shall enforce the operations and maintenance of environmental controls to achieve the terms of governing agreements.

The Region shall enforce the operations and maintenance of power controls to achieve the terms of governing agreements.

The Region shall enforce the operations and maintenance of fire suppression controls to ensure the survivability of Regional Telecommunications and Computer Processing resources.
5.2 Operations
The Region shall enforce the establishment and maintenance of an Operations Plan, processes and procedures for the continued operation of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce automated processes to ensure the immediate identification, processing and remediation of security alerts and advisories.

The Region shall enforce automated health monitoring for the identification, processing and remediation of anomalies, flaws and errors.
The Region shall enforce the automation of intrusion detection and prevention at each boundary access point for the identification, processing and remediation of intrusion attempts.
The Region shall enforce the automation of Malware, Spam and Spyware on each system for the identification, processing and remediation of incidents.

The Region shall enforce the automation of integrity checking on each transmission point for the identification, processing and remediation of data errors.

The Region shall enforce the automation of restrictions to ensure only authorized data has input to and output from the Regional Telecommunications and Computer Processing Environment.

5.3 Maintenance

The Region shall enforce the establishment and maintenance of a Maintenance Plan, processes and procedures for the scheduled and corrective maintenance of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the identification and authorization of maintenance tools that will be used to support the maintenance of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the authorization of remote maintenance processes and procedures.
5.4 Configuration 

The Region shall enforce the establishment and maintenance of a Configuration Management Plan, processes and procedures for the Telecommunications and Computer Processing Environment.

The Region shall enforce the establishment and maintenance of inventory, in the CMDB, for all systems supporting the Regional Telecommunications and Processing Environment. 

The Region shall enforce the establishment and integration of configuration baselines for all systems supporting the Regional Telecommunications and Processing Environment.

The Region shall enforce the validation of security for all systems and their configurations ensuring the most restrictive operational settings.
5.5 Contingencies
The Region shall enforce the establishment and maintenance of a Contingency Plan, processes, procedures and controls to fulfill the terms specified in governing agreements.

The Region shall enforce the establishment, publishing and maintenance of a list of key persons responsible for contingency operations of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce the dissemination of contingency plans, processes and procedures to key personnel and advice on implemented controls.
The Region shall enforce that key personnel are effectively trained in contingency plans, processes procedures, and controls as to effectively reconstruct or restore mission critical and business essential functions.
The Region shall enforce contingency training and exercises on an annual basis and the recording of performance results.

The Region shall enforce the updates of contingency plans during a major change and on an annual basis.

The Region shall enforce primary and alternate communications channels as to ensure the continued operations of the Telecommunications infrastructure.
The Region shall enforce the establishment of an alternate processing facility as to ensure the continued operations of mission critical and business essential services.

The Region shall enforce the back-up of essential data and storage in off-site facilities as prescribed in agreements.
5.6 Audits

The Region shall enforce the establishment and maintenance of an audit plan, processes, procedures and controls to fulfill the terms specified in governing agreements.

The Region shall enforce the auditing of management, agreements and security of the Regional Telecommunications and Computer Processing Environment.

The Region shall enforce compliance with the Regional Security Policy as it relates to auditing.

6 Service and Support
The Region shall enforce the Regional Information Technology Service Management Policy.

The Region shall enforce the establishment and maintenance of a Service and Support Plan, processes, procedures and controls to fulfill the terms specified in governing agreements.

The Region shall enforce the continual and timely identification, reporting, tracking and resolution of incidents relating to the operations of the Regional Telecommunications and Computer Processing Environment.
The Region shall enforce the establishment, publishing and maintenance of fault isolation and remediation procedures for personnel responsible for incident resolution.

The Region shall enforce the centralized identification, reporting, tracking and resolution of incidents.

7 Cessation

The Region shall enforce terms for the cessation of facilities, organizations, infrastructures, processes, systems and services in agreements.

Appendix A:  References

The following references provide more detail for the concepts in this report:
· Telecommunications Act.
· Patriot Act.
· American with Disabilities Act.
· Health Insurance Portability and Accountability Act.
· Privacy Act.
· The National Telecommunications and Information Administration “Manual of Regulations and Procedures for Federal Radio Frequency Management”.
· The National Institute of Standards and Technology Federal Information Processing Standards (FIPS) and Special Publications (SP).
· The National Plan for Communications Support in Emergencies and Major Disasters.
· The Federal Radiological Emergency Response Plan for Peacetime Nuclear Emergencies.
· The Federal Emergency Plan "D" that establishes procedures to be followed in a national wartime emergency.
· Regional Security Policy.
· Regional Information Technology Service Management Policy.
· Regional Interoperability Service Management Services Catalog.
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